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INTERNAL AUDIT REVIEW 

 
 
DATE:   September 22, 2017  
 
TO:  Jim Gray, Mayor 
 
CC:  Sally Hamilton, Chief Administrative Officer 

Glenn Brown, Deputy Chief Administrative Officer 
Aldona Valicenti, Chief Information Officer 
Geoffrey Reed, Commissioner of General Services 
William O’Mara, Commissioner of Finance & Administration 

  Rusty Cook, Director of Revenue 
  Monica Conrad, Director of Parks & Recreation 
  Phyllis Cooper, Director of Accounting 
  Susan Straub, Communications Director 
  Urban County Council 
  Internal Audit Board 
 
FROM: Bruce Sahli, CIA, CFE, Director of Internal Audit 
  Chris Ensslin, CIA, CFE, CGAP, Deputy Director of Internal Audit 
 
RE:  Payment Card Industry Data Security Standard US Bank Review 
 
Background 
 
According to the Payment Card Industry Security Standards Council, the Payment Card 
Industry Data Security Standard (PCI DSS) is a set of requirements designed to ensure 
that all companies that process, store, or transmit credit card information maintain a 
secure environment.  This applies to essentially any merchant that has a Merchant ID 
(MID). 
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The Payment Card Industry Security Standards Council (PCI SSC) was formed on 
September 7, 2006 to manage the ongoing evolution of the Payment Card Industry (PCI) 
security standards, with focus on improving payment account security throughout the 
transaction process.  The PCI DSS is administered and managed by the PCI SSC 
(www.pcisecuritystandards.org), an independent body that was created by the major 
payment card brands (Visa, MasterCard, American Express, Discover and JCB). 
 
It is important to note that the payment brands and acquirers are responsible for 
enforcing compliance, not the PCI council. 
 
PCI applies to any organization or merchant, regardless of size or number of transactions, 
that accepts, transmits, or stores any cardholder data.  In addition, if any customer of that 
organization ever pays the merchant directly using a credit card or debit card, then the PCI 
DSS requirement apply. 
 
PCI is not, in and of itself, a law.  The standard was created by the major card brands Visa, 
MasterCard, Discover, AMEX and JCB.  At their acquirers’/service providers’ discretion, 
merchants that do not comply with PCI DSS may be subject to fines, card replacement 
costs, costly forensic audits, and brand damage, etc., should a breach occur. 
 
The payment card brands may, at their discretion, fine an acquiring bank $5,000 to 
$100,000 per month for PCI compliance violations.   The banks will most likely pass this 
fine along to the merchant who committed the violation.  Furthermore, the bank will also 
most likely either terminate its relationship with the violating merchant or increase 
transaction fees.  Penalties are not openly discussed nor widely publicized, but the fine 
amounts listed above can be catastrophic to a small business. 
 
According to the Payment Card Industry Security Standards Council, over 38 states have 
data breach notifications laws in place for accepted parties.   
 
LFUCG Golf Courses, Extended School Program, and the Division of Revenue are 
merchants who accept the payment card brands listed above.  Those three areas had 
72,086 credit card transactions that were processed through US Bank using point of sale 
equipment connected to a phone line in calendar year 2016.  In order to be Payment Card 
Industry Data Security Standard (PCI DSS) compliant, LFUCG must complete a Self-
Assessment Questionnaire B (SAQ-B & D) and Attestation of Compliance.  
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During our review of monthly merchant billing statements, we noticed that one of 
LFUCG’s Merchant ID’s had not had any credit card transactions since May 2016.  We 
confirmed that LFUCG was no longer selling Lilly Rain Barrels, and contacted US Bank 
to close the account.  The account has been closed which will save LFUCG $624 in 
annual fees.  We also requested that U.S. Bank perform a rate review for the LFUCG, 
which resulted in a lower rate per transaction.  Based on calendar 2016 transaction 
volume, LFUCG’s annual savings will be approximately $760.  The new rate is effective 
June 1, 2017. 
 
 
Scope and Objectives 
 
The objectives for the review were to:   
 

• Determine that all necessary SAQ’s have been completed 
• Determine what needs to be achieved in order to be compliant with PCI DSS 

 
The scope of the SAQ – B & D covers Golf Courses, ESP and Revenue credit card 
transactions that are processed through US Bank (Acquiring Bank). 
 
 
Statement of Auditing Standards 
 
We conducted our review in accordance with the International Standards for the 
Professional Practice of Internal Auditing.  Those standards require that we plan and 
perform the review to afford a reasonable basis for our judgments and conclusions.  We 
believe that our review provides a reasonable basis for our conclusions. 
 
 
Review Opinion  
 
In our opinion, the LFUCG is not compliant with PCI DSS.  All of the Findings in the 
included in this report must be resolved to be PCI DSS compliant. 
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Priority Rating Process 
 
To assist management in its evaluation, the findings have been assigned a qualitative 
assessment of the need for corrective action.  Each item is assessed a high, moderate, or 
low priority as follows: 
 

High - Represents a finding requiring immediate action by management to mitigate 
risks and/or costs associated with the process being audited. 

 
Moderate – Represents a finding requiring timely action by management to 
mitigate risks and/or costs associated with the process being audited. 

 
Low - Represents a finding for consideration by management for correction or 
implementation associated with the process being audited. 
 

 
SUMMARY OF FINDINGS 

 
Finding #1:   Maintain a List of Payment Devices 
Priority Rating:  High 
 
Condition:  
There is no up-to-date list of payment devices, nor is an inspection log maintained with 
inspection dates and inspector’s initials.   
 
Effect:   
The addition of a card skimmer to the payment devices, or an act of substitution (e.g. 
swapping a payment device) could go undetected if inspections are not performed. 
 
Recommendation:  
Maintain an up-to-date list of payment devices.  The list should include the following:  
make & model of device, location of device, personnel with access, and the device serial 
number or other method of unique identification.   
 
In addition, a separate inspection log should be kept with inspection dates which are 
initialed by the inspector.  The inspection should include looking for signs that a device 
might have been tampered with or substituted.  Evidence of substitution includes 
unexpected attachments or cables plugged into the device, missing or changed security 
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labels, broken or differently colored casing, or changes to the serial number or other 
external markings or device characteristics. 
 
Director of Revenue Response:   
Revenue concurs that an up to date list of payment devices should be maintained as well 
as inspection logs.  Revenue believes the list should be maintained in Finance as Finance is 
responsible for banking and credit card payment devices. Inspections for Revenue’s 
devices should be handled by the Processing Supervisor in Revenue periodically as well as 
by staff daily as their shift starts.  The Division would provide any assistance to Finance 
with developing this process.   
 
Commissioner of Finance & Administration Response: 
We appreciate Internal Audit’s review and education of best practices in this area which 
Finance was not knowledgeable of. A list has been completed for the Division of 
Revenue’s payment devices and will be verified monthly by the Revenue Supervisor. An 
inspection log has also been created and will be completed monthly, with completed logs 
being sent to the Department of Finance quarterly from all Divisions having payment 
devices for retention.  Copies of the logs have been completed for Revenue, which would 
also go into effect for any future Divisions who gain payment devices. 
 
Director of Parks & Recreation Response: 
Parks and Recreation will maintain an up-to-date list of payment devices effective August 
2017.  The list includes the following:  make & model of device, location of device, 
personnel with access, and the device serial number.   
 
Parks and Recreation will also inspect these payment devices on a monthly basis and keep 
a separate inspection log with inspection dates which is initialed by the inspector effective 
August 2017.  The inspection will include looking for signs that a device might have been 
tampered with or substituted. 

Commissioner of General Services Response:  
I concur with the Director’s response. 
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Finding #2:   Lack of an Incident Response Plan 
Priority Rating:  High 
 
Condition:  
There is no incident response plan related to US Bank credit card processing. 
 
Effect:   
An incident response plan is necessary to be PCI compliant. 
 
Recommendation:  
Develop a formal plan on how to respond to an incident, including notification of 
appropriate law enforcement agencies, merchant bank, and various payment card 
associations.  Once the plan is developed, contact the merchant bank customer service 
department to determine all their incident response requirements are addressed in the 
plan. 
  
Director of Revenue Response:   
Revenue concurs with the recommendation of a formal incident response plan.  This plan 
should be maintained centrally in Finance so that if an issue happens, the areas affected 
would know who to contact immediately and begin the response plan.  Finance works 
directly with US Bank on credit card processing and would be the first contact concerning 
any credit card issue.  Revenue would want to be a part of any project to develop an 
incident response plan. 
 
Commissioner of Finance & Administration Response: 
We appreciate Internal Audit’s review and education of best practices in this area. An 
Incident Response Plan has been created and is effective immediately; however, Finance 
will also work to have this and the PCI Compliance Policy become CAO Policy. 
 
Director of Parks & Recreation Response: 
Parks and Recreation has drafted an incident response plan outlining Parks and 
Recreation’s initial responses to cardholder data breaches. Parks’ plan will take deference 
to the LFUCG data breach incident response plan currently being drafted. 
 
Commissioner of General Services Response:   
I concur with the Director’s response. 
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Finding #3:   Lack of Annual Security Training for Employees  
Priority Rating:  High 
 
Condition:  
An annual security training program does not exist for LFUCG employees involved in 
processing credit card payments. 
 
Effect:   
An annual security training program is required in order to be PCI DSS compliant. 
 
Recommendation:  
A formal training program for all relevant employees that teaches them about security as it 
relates to credit cards, paper with credit card numbers on them, to never send credit card 
information by end-user messaging technologies (e.g. e-mail, instant messaging, SMS/text, 
chat, etc.) should be developed.   
 
The training should also cover attempted tampering or replacement of devices.  Training 
on this subject should include the following: 

• Verify the identity of any third-party persons claiming to be repair or maintenance 
personnel, prior to granting them access to modify or troubleshoot devices. 

• Do not install, replace, or return devices without verification. 
• Be aware of suspicious behavior around devices (e.g. attempts by unknown 

persons to unplug or open devices). 
• Report suspicious behavior and indications of device tampering or substitution to 

appropriate personnel (e.g. supervisor, manager, or director). 
   
Director of Revenue Response:   
Revenue agrees that a formal training program should be developed by LFUCG and that 
the Division would assist in any training program being developed. 
 
Commissioner of Finance & Administration Response: 
We appreciate Internal Audit’s review and education of best practices in this area. Finance 
will provide training by calendar year end 2017 for all relevant users and training will be 
completed on an annual basis from that point going forward. Training will come from the 
Incident Response Plan and the PCI Compliance Policy. 
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Director of Parks & Recreation Response: 
Parks is in agreement and will implement a training program focusing on cardholder data 
and terminal security effective Sept 2017. 
 
Commissioner of General Services Response: 
I concur with the Director’s response.   
 
 
Finding #4:   SAQ – B & D Need to be Completed 
Priority Rating:  High 
 
Condition:  
SAQ – B & D need to be completed.  Eight merchant ID’s are under SAQ B and one 
merchant ID is under SAQ – D. 
 
Effect:   
Completing the proper SAQ’s and relevant Attestation of Compliance is required to be 
PCI DSS compliant. 
 
Recommendation:  
Once all the questions in the SAQ – B and D can be answered yes or N/A, complete the 
relevant attestation of compliance for each.  One may be compliant and completed before 
the other one. 
 
Director of Revenue Response:   
Revenue agrees that the SAQ – B&D needs to be completed.  The Division attempted to 
get this completed previously; however, due to changeover in employee staffing in the 
area we needed assistance in it was put aside.  The Division would provide any assistance 
to ensure proper completion of the document. 
 
Commissioner of Finance & Administration Response: 
We appreciate Internal Audit’s review and education of best practices in this area. When 
Findings 1-3 are mitigated, Internal Audit will be notified and SAQ B will be completed. 
 
Director of Parks & Recreation Response: 
Parks and Recreation is researching more secure methods of taking credit card 
transactions, including EMV-certified devices. 
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Commissioner of General Services Response:   
I concur with the Director’s response. 
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