
 

 
 
 

INTERNAL AUDIT REPORT 
 

 
DATE  May 24, 2004 
 
TO:  Teresa Ann Isaac, Mayor 
 
CC:  Milton Dohoney, Chief Administrative Officer 
  Donna Counts, Commissioner of Finance 
  Mike Nugent, Director of Computer Services 
 
FROM: Bruce Sahli, Director of Internal Audit 
 
RE:  Mainframe Transaction Program Access & Data Confidentiality Audit 
 
 
Background 
 
The Computer Services Division of the Lexington Fayette Urban County Government (LFUCG) 
operates a mainframe system that contains numerous transaction programs providing access to 
various levels of information.  Information accessible through these transaction programs range 
from standard purchasing data to confidential employee payroll data.  Computer Services will 
provide an employee access to selected programs at the written request of the employee’s 
Commissioner/Director.  As of February 25, 2004, there were ### users with active terminals 
having access to various mainframe transaction programs.  As of February 27, 2004, there were ### 
terminal addresses.        
 
Scope and Objectives 

 
We conducted an audit of mainframe transaction program access and data confidentiality, which 
included an evaluation of access granted to all LFUCG and non-LFUCG users (e.g., the Sheriff’s 
Office).  The focus of the audit was on mainframe transaction program access controls.  The audit 
did not include an evaluation of controls embedded in the operating system hardware or software or 
the program languages, the evaluation of which would have required the acquisition of specialized 
information technology audit services.     

 
The general control objectives of the audit were to determine that: 
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• Controls are adequate to properly evaluate mainframe user needs 
• Controls are adequate to ensure access to mainframe transaction programs and the related 

data is restricted to authorized users 
• Controls are adequate to update user profiles on a timely basis when changes in duties or 

employment status occur 
 

Statement of Auditing Standards 
 
We conducted our audit in accordance with generally accepted government auditing standards.  
Those standards require that we plan and perform the audit to afford a reasonable basis for our 
judgments and conclusions regarding the organization, program, activity or function under audit.  
An audit also includes assessments of applicable internal controls and compliance with 
requirements of laws and regulations when necessary to satisfy the audit objectives.  We believe 
that our audit provides a reasonable basis for our conclusions. 

 
Audit Opinion 
 
In our opinion, the controls and procedures provided reasonable assurance that the general control 
objectives were being met.  Opportunities to enhance existing controls and the administrative 
maintenance of the user database are included in the Summary of Audit Findings. 
 
 

SUMMARY OF FINDINGS  
 
 
Terminated Employees With Active Terminals 
 
Of the ### users having active terminals as of February 25, 2004, four percent are terminated 
employees.  Although we found no evidence these terminals were still being used to view 
mainframe transactions, this indicates there are opportunities for improving the procedures used to 
identify and remove terminated employees from the list of active users.  We were also informed that 
no written procedures exist in Computer Services to provide guidance or standards for removing a 
terminated employee’s mainframe access.  Computer Services should re-evaluate their current 
procedures for identifying and eliminating terminated employee user IDs, and it is recommended 
this process be automated to the greatest extent possible.  It is also recommended these procedures 
be documented to provide written guidelines for this process.  
 
Division of Computer Services Management Response: 
 
Computer Services is currently working on producing the documentation on the process and 
procedures required to delete inactive accounts from the mainframe system.  Since the security 
system in use today consists of two separate parts, the operating system and the internally written 
programs, the degree of automation will be limited.  Computer Services will attempt to streamline 
the number of steps required to remove a terminated employee from the system as soon as they are 
notified.  Notification of terminated and re-assigned employees is both a function of Human 
Resources and the employees’ respective Divisions.  Computer Services will work with Human 
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Resources to improve the current notification process in order to process terminations or 
reassignments in a more timely manner. 
 
 
Log-on Deactivation Feature Not Functional 
 
Intruder Detection controls restrict the number of times a user can attempt to logon without entering 
the correct password.  We tested this control feature and found it was not functioning properly.  
Three separate users intentionally entered eight, fifteen, and twenty incorrect passwords, 
respectively.  The erroneous and subsequent correct passwords were entered in successive order 
during one logon attempt.  All three users were granted access to the mainframe immediately upon 
entering the correct password.  The mainframe system should be programmed to automatically 
deactivate users after a specified number of failed logon attempts (### is recommended).  Once the 
user is deactivated, they should only be reinstated through direct intervention by the System 
Administrator.   
 
Division of Computer Services Management Response:
 
During the audit process this item was brought to our attention and the necessary changes to the 
operating system were made to activate the invalid logon feature.  Currently the invalid logon count 
is set to ### attempts, this matches the invalid logon attempt count set at the network level.  The 
invalid logon attempt count will be set back to ### attempts by Monday, May 3rd 2004 for both 
mainframe and network user accounts. 

 
 

Mainframe Authorization Process Needs Improvement 
 
An important front end control of mainframe access is the authorization process.  CAO Policy 25, 
LFUCG Computer Policy states, “All requests for access to the LFUCG’s network and/or 
mainframe shall be in writing on the Request for New-Modified Computer Use form”.  Computer 
Services then grants the program access specified on the form.  We randomly selected 32 
employees with mainframe transaction program access to determine if this control was functioning 
as intended.  Of the 32 employees tested, nine (28.1%) had program access that did not agree with 
the authorizations.  Thirteen (40.6%) had authorization forms referencing accompanying lists that 
were not archived, preventing a comparison of authorized and actual program access rights.  
Procedures should be put in place to ensure consistent compliance with CAO Policy 25, and all 
related documentation pertaining to access rights should be retained. 
 
Division of Computer Services Management Response: 
 
The form ‘Request for New-Modified Computer Use’ serves as the basis for granting mainframe 
access to requested transactions.  In addition, Computer Services receives e-mail requests to grant 
users additional access to transactions as they require.  Computer Services current procedure with 
respect to an e-mail request is to seek permission from the user’s supervisor or the Division Director 
prior to granting access to the requested programs.  The only exception to this procedure is when 
the request originates from a Commissioner. 

Page 3 of 10 



 
Computer Services maintains a three (3) year retention period for supporting documentation of user 
requests.  Once the retention period has expired, the user request forms are destroyed.  In the last 
three (3) years Computer Services has been more aggressive in requiring the user to completely fill 
out the request form and provide all the necessary documentation to support the request.  In making 
this change the Division anticipates that sufficient documentation will exist and be available for 
review in future audits and reviews processes. 
 
The Division of Computer Services will modify its current document retention schedule with 
respect to the user request to retain the ‘Request for New-Modified Computer Use’ for an indefinite 
period of time. This modification will also apply to any and all supporting documentation that the 
user provides.  
 
 
Irregular User Activity Review Process Not in Place 
 
An important mainframe control is the ability to identify and investigate invalid log-on and program 
update attempts.  Typically this would be performed by programs that constantly search for failed 
attempts to gain administrative privileges, to access unauthorized programs and files, or to perform 
unauthorized tasks such as file updates.  Such a control would allow management to monitor for 
trends in irregular activity and to possibly identify potential control weaknesses on a proactive 
basis.  Per Computer Services management, these control features are not available in the current 
mainframe system.  It is recommended Computer Services examine options for either creating in-
house programming or purchasing vendor software that will provide the capability to perform these 
activity reviews. 
 
Division of Computer Services Management Response: 
 
Mainframe security currently in place is a layered approach, a combination of network security, 
mainframe operating system security, and internally developed programs that provide security for 
UCG and Non-UCG agencies that require access to our system.  The internally developed security 
programs also provide Computer Services the ability to bill external agencies for actual use of the 
UCG mainframe computer system. 
 
In the last ten (10) years access to the mainframe system via a workstation attached to the network 
has replaced the traditional access method (a dumb terminal directly attached to the mainframe via 
communications controller).  The internally written security programs were designed and written to 
reflect the traditional access method.  Usage and access to a transaction is controlled by the terminal 
ID that was assigned to a user. 
 
With the transition from dumb terminals to workstations that accessed the mainframe via the 
network, Computer Services installed a number of servers to allow for the conversion from dumb 
terminals to workstations. The network security model is based on granting permissions or rights to 
an individual who is represented by the Network User ID rather than a physical device.   
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In the mid 1990’s Computer Services requested the purchase of a mainframe security package a 
number of times. A mainframe security package request was not funded during the budgeting 
process.  Absent funding for a security package that would perform the functions described above 
we have continued to use the current process as described above. 
 

 
Mainframe Program Timeout Feature Not Consistently Active 
 
Timeout features lock out program access when an active terminal is not used for a specified period 
of time.  The mainframe timeout feature is currently set up only for users with update capabilities.  
In our opinion, this feature should be activated on all terminals as the ability to view data should 
also be under some level of control to prevent unintended use (e.g., the viewing of sensitive 
employee data on the ## screen by someone other that the assigned user).  It is recommended all 
terminals be set up with a one hour timeout feature.     
 
Division of Computer Services Management Response: 
 
The Division of Computer Services will make this change for all new accounts created starting on 
Monday May 3rd, 2004.  During the month of May 2004 the Acting Operations Manager will review 
each mainframe user account to ensure that the terminal session timeout has been set to 60 minutes.   

 
 
Statement of Confidentiality 
 
With a significant number of users having varying levels of access to the mainframe transaction 
programs, it is recommended LFUCG develop a Statement of Confidentiality that will emphasize 
those records whose information should not be released to the public.  This Statement should be 
read and signed by all employees having access to the mainframe transaction programs and related 
data, and should list all information not to be released as specified in CAO Policy # 8, Open 
Records Policy.  The intent of this Statement would be to increase the awareness of LFUCG 
employees regarding the appropriate dissemination of information they may have access to through 
the mainframe programs. 

 
Division of Computer Services Management Response: 
 
The Division of Computer Services currently does not require a user to sign a ‘Statement of 
Confidentiality’ with respect to any UCG data that can be accessed electronically.  The Division of 
Computer Services will request that the Divisions of Law and Human Resources create a ‘Statement 
of Confidentiality’ to cover any and all access to electronic data stored on all UCG systems. 

 
 
Data Updates Are Not Logged 
 
The mainframe system does not journalize data updates.  Some programs may record the last 
activity date and ID of the user who updated the data, but per Computer Services management the 
current mainframe system software does not have the capability to create an audit trail of data 
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changes.  Only the last update is retained, and there is no history of prior changes.  This creates a 
potential data integrity weakness as previous changes cannot be traced back through the system to 
determine their affect during processing cycles.  A method for logging changes needs to be 
developed for all programs having update capabilities.     
 
Division of Computer Services Management Response: 
 
This issue of logging data updates is correct as applied to the current set of online mainframe 
transactions. This is due in part to differences in disk space dedicated to mainframe usage verses 
disk space found on servers.  Historically disk space allocated for mainframe usage has been more 
expensive to purchase and maintain, forcing programmers to be creative in their design of data files 
used by the programs they write.  This price difference still exists today, but is not as significant as 
it once was.  The major problem now is redesigning the existing online transactions to use operating 
system features that will record before and after images of data records that are changed by a user 
(transaction journaling).  In order to successfully accomplish this redesign additional training and 
education will be needed for the existing staff.  Training will be needed at the system level to 
implement transaction journaling as well as training for the programming staff to design and rewrite 
the existing programs to utilize the data journaling feature. 
 

 
Program Access Activity Not Logged 
 
The mainframe system typically does not log access activity occurring in its various transaction 
programs.  When in place, such logs may list user IDs, programs and data accessed, the address of 
the terminal in use, session duration and the date/time the program was accessed.  In addition, 
COBIT (Control Objectives for Information and related Technology) recommends that the date, 
time of last access, and number of unsuccessful attempts be displayed on the authorized user’s 
terminal at log-on as a formal problem resolution procedure.  Logging is an important control 
feature as it essentially provides an audit trail of program activity and can be beneficial in detecting 
inappropriate or unauthorized use of programs.  It is recommended this log and the related user 
terminal activity display be developed. 
 
Division of Computer Services Management Response: 
 
Computer Services currently does not have the necessary expertise to produce such a security 
package to provide all of the above listed features.    
 
The logging of user activity as described above would require the purchase and implementation of a 
mainframe resource and access control product.  These products can be acquired from a number of 
different vendors that specialize in the writing of mainframe resource and access control packages.   

 
 
Program Usage Needs Regular Evaluation 
 
Employees are granted access to mainframe programs based upon Commissioner or Director 
requests.  Once granted, there is no systematic method for re-evaluating access need or program 
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usage at the employee’s Division level.  A review of usage is conducted by Computer Services on 
an inconsistent basis and those programs not accessed by a user in the past thirteen months will 
have their access rights removed via a manual user update process.  There is no procedure requiring 
the employee’s Commissioner or Director to re-evaluate the user’s needs.   
 
A process should be in place to require that user profiles be regularly reviewed (e.g., annually) by 
Division management for the purpose of re-authorizing program access.  Mainframe security 
software should be modified to automatically suspend access to various programs not used for a 
specified period of time.  As an alternative approach, the mainframe should be programmed to 
survey user activity on a regular basis, and to generate a report of programs whose inactivity would 
make them candidates for access removal.  This report could be systematically reviewed by 
Computer Services management who would remove program access or leave it intact for reasons 
such as seasonal demand.   
 
Division of Computer Services Management Response: 
 
The current mainframe security system is a combination of operating system features and internally 
written programs that have not been integrated with the security features of the operating system.  
Our inability to integrate our security programs with the security features of the operating system is 
due to the lack of expertise in this area and the IBM’s continued enhancement of its software.  The 
prime example of this situation is user accounts and access control: we can delete a user account but 
to delete the associated terminal and access control records require two (2) additional steps to be 
performed.   
 
In order to help with the security maintenance issues, additional enhancements have been requested 
to be made to internally written security programs: 
 

1) A new file to be created that will contain deleted access control records 
2) A new program to be written that will evaluate the production access control file.  The 

function of this program will be to determine the last time a user ran an authorized 
program(s). If the user did not run any authorized program(s) in the last thirteen (13) 
months access to the authorized program(s) will be removed from his/her profile. 

3)  The removed program(s) can be added back to the user’s profile with the submission of a 
‘Request for New-Modified Computer Use’ form requesting access to specific mainframe 
transaction or transactions.  

 
 

Excessive Number of Employees Having Access to ## Program 
 
The ## transaction program provides access to the ###### ###### Record.  This program contains 
sensitive employee information, including the Social Security Number, date of birth, salary, and 
deductions.  Social Security Numbers and birthdates are particularly sensitive as they are considered 
primary information for identify theft.  As of February 25, 2004, ### users (31% of the total 
population of ### users having active mainframe accounts) were able to view the ###### ###### 
Record.  After taking into account those employees who were Commissioners, Directors, Payroll 
Coordinators, Human Resources employees, and Police Central Records, ### users (16% of the 
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total population of active accounts) had access to this information for which no job related need 
could be determined.  In our opinion, this represents an excessive level of access for such a sensitive 
program.  It is recommended Computer Services contact the Commissioners and Directors and ask 
them to re-evaluate user needs for this program in their respective Departments and Divisions.  Any 
users not recommended for access to this program should have it removed. 
 
Division of Computer Services Management Response: 
 
See Response below. 
 

 
Social Security Numbers on ## Screen 
 
The ## program allows users to view the Social Security Number of any employee whose record 
can be accessed by the user.  Social Security Numbers are often the primary identification number 
necessary to obtain information regarding personal banking accounts, credit card accounts, and 
insurance and health benefits.  Therefore, its access should be strictly limited to those individuals 
who have a genuine need for it.  It is recommended the attributes on the ## program be changed to 
render the Social Security Number field invisible, or that the ## program be updated to establish 
field restrictions for different user groups. 
 
Division of Computer Services Management Response: 
 
The information and functionality of the ## transaction has been the subject of a number of 
discussions, but no satisfactory solution emerged from all the past discussions.   
 
The Division of Computer Services proposes the following as a possible solution: 
 
The current ## transaction will remain as it is now.  We will restrict its use to a very limited group 
of personnel who can demonstrate a valid need to access this information.  The ability to update the 
information will be limited to personnel assigned to the Division of Human Resources Payroll and 
Benefits section only.  In order to minimize the impact to the user community, this program will be 
renamed to ‘####’.  
 
Computer Services will write a new transaction ‘####’ that will have limited functionality and 
display less information.  The intended users for this transaction would be Payroll Coordinators, 
Division Directors, and Commissioners.  This transaction would include an additional layer of 
security that would only allow the above list of users to view employee information for their 
functional area only.  The type of data elements that would be displayed to this user group will need 
to be provided to Computer Services by Human Resources.  In addition to the list of data elements 
we will also need to know what level of functionality should be incorporated into this transaction, 
i.e. should this be a display only transaction or should the individual be allowed to update selected 
fields. 
 
A second transaction ## will be written for general use by all UCG employees.  This program will 
replace the current ## transaction, allow for inquiry only to general employee information. 
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Computer Services will require assistance from Human Resources with respect to the data elements 
that they would like to be displayed to a user of this transaction. 

 
 
Terminal Assignment File Needs Updated 
 
Computer Services maintains a file that provides a detailed user profile for all mainframe terminal 
locations.  As of February 27, 2004 this file contained records for ### terminal addresses.  Among 
the more critical data contained in each terminal’s record is the user name, terminal ID, logon ID, 
terminal location, agency (Division, etc.), terminal type (PC, TELEX, etc.), and user phone 
numbers.   A detailed examination of this file determined that much of the information is outdated.  
For example, 57.2% of terminals listed in this file were inactive, and 14% had missing or incorrect 
user names associated with them.  It is recommended this file be updated to reflect current user 
profiles, and that procedures be put into place to regularly update the data contained in this file. 
 
Division of Computer Services Management Response: 
 
See response below. 

 
 
Employees with Multiple Active Terminals 
 
We identified ### LFUCG employees having access to multiple terminals.  While there may be 
some circumstances where this access is necessary in order for the employee to complete his or her 
duties (e.g., certain employees in Computer Services), in many of these instances it appears the 
multiple active terminals are the result of failure to disable terminals after an employee transferred 
to another location.  This list of employees will be provided to Computer Services, and it is 
recommended Computer Services contact these employees to determine which terminals should be 
deactivated.     
 
Division of Computer Services Management Response: 
 
See response below. 

 
 
Vacant Active Terminals 
 
We identified ### terminals identified as Vacant which still had access to various mainframe 
transaction programs.  ### of these terminals had been held open as Vacant since at least September 
2003.  Computer Services stated that these were active terminals previously assigned to terminated 
or transferred employees that were held open (listed as Vacant) in anticipation the vacated position 
would be filled with the same user access rights provided to the new employee.  All terminals not 
assigned to specific users or specific user groups (e.g., Corrections Facility) should be rendered 
inactive upon termination of the user to provide greater control over mainframe access. 
 
Division of Computer Services Management Response: 
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The Division of Computer Services does recognize the need to ensure that data contained within the 
files is accurate and that the data has not been maintained in a timely manner.  This issue will be 
addressed and the data updated to reflect the current authorized user base.  
 
As noted earlier in this document, the majority of users (95%) who access the mainframe do so 
from a workstation on the UCG network.  This requires the user to have a network account, 
mainframe account, and access control records defined to the terminal ID assigned to their network 
user ID.  If any of these items are not present (deleted or not defined) the user can not gain access to 
any mainframe transaction.  In order to gain access the user must use another user’s workstation or 
sign onto the network using another individual’s network user ID and password. 
 
The Division of Computer Services will assign the task of file maintenance to a staff member to be 
performed one day a week for the next four to six weeks (additional time may be needed) to update 
the data contained with our internally written security system.  The data contained within the 
###### and ###### file serve as the basis for security as well as usage based billing for non UCG 
agencies use of the UCG mainframe transactions. 
 
Once the above task has been completed, documentation will be generated on the process to 
add/modify/delete user accounts, terminal assignments (###### file) and maintenance of the access 
control records (###### file).  This documentation will then serve as Computer Services 
policy/procedure guide with respect to the creation of user accounts and the creation of an #######.  
The responsibility to maintain this system will then be assigned to the Computer Operations 
Manager. 
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